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Overview
The purpose of this guide is to assist MassONE District or School Administrators in understanding their role and responsibilities. This guide is not intended to provide detailed instructions on using MassONE’s tools; the MassONE “Help” (https://massone.doemass.org/tutorial/help1.htm) pages and MassONE Orientation at the link (https://massone.doemass.org/tutorial/orientation/toc.htm) provides tool-specific instructions. 
MassONE is structured around learning communities, called workgroups. MassONE has created one district-wide workgroup for each district and one school-wide workgroup for each school. When user accounts are created for educators and students, MassONE configures them into their respective school workgroups. 
MassONE is the Commonwealth's web portal for managing educational resources, workgroups, and user accounts to support standards-based instruction, online communication, and the dissemination of research-based teaching information. MassONE's Administrators conduct various types of support and training for the portal’s twelve web applications.
The district or school MassONE Administrator is responsible for managing the Announcements, Virtual Hard Drive (VHD), Discussion Forums, Surveys, and Technology Self-Assessment Tool (TSAT) reports for the district or school workgroup. Additionally, the MassONE district or school administrator is responsible for registering new users and maintaining those accounts for currency. Most importantly, MassONE Administrators are to comply with section (A) of the AUP (http://massone.mass.edu/aup.html).
MassONE Admin Responsibilities (AUP)

It is the responsibility of the person who has been designated as a MassONE Admin to ensure that only educators and students in his/her district or organization are registered users of MassONE. The administrator is responsible for making certain that the educators and students in the district or organization understand and abide by the Acceptable and Unacceptable Uses policy as stated in this document (Paragraph 3). If a MassONE Admin has reason to believe that a user (educator or student) is misusing the system, the administrator has the right to request that MassONE allow him/her to access to the user's account in order to review the use of MassONE tools by the user. It is also the responsibility of the administrator to report any misuse of the system to MassONE.
MassONE Administrator Responsibilities 
Determining Administrative Responsibilities

The administrative privileges of a MassONE user are displayed in two areas. The first is in the “Choose Workgroup/Course” dropdown menu in the MassONE header. If the name of a workgroup or course is displayed in green text, it indicates that the user has administrative rights for that group (note: Apple Safari browsers do not display the text as green). If the name of a workgroup or course is displayed in black text, it indicates that the user is a member of the group but not the administrator. If the name of a workgroup or course is displayed in gray text, it indicates that the account is not a member of the group, although the group is affiliated with a parent group that the user belongs to. If you select a workgroup and then the “Admin” tool and it returns “Sorry, you do not have permission to manage this workgroup,” contact the Helpdesk to resolve this issue.
The second place that displays a user's administrative privileges is the “Profile” icon located in the MassONE header. Clicking this icon allows you access a chart that lists your workgroups and displays whether you are an administrator. The profile tool also allows users to change their personal data, email address (excluding student accounts), and password.
Delegating Administrative Responsibilities

The MassONE Administrator is given all of the management responsibilities by default for the district and school workgroups. Once you understand the technical management of MassONE, you can assign some of these roles to the individuals in your district or school who are already responsible for similar types of tasks. 

To share responsibilities with another user in your district or school (essentially creating a co-admin), you must get the authorization from the superintendent or principal of your district or school. The superintendent, school principal, or equivalent can confirm this by email to MassONE. Once the co-administration is confirmed, please email the username of the person to the MassONE Helpdesk. The person will have access to the administrative tools shortly after we receive the request and a confirmation email will be sent.
Administrative Management
Registration of New Users
As the administrator for your district or school, you can create educator accounts instantly online. After you log into MassONE, select the school workgroup where the educator is employed, select the “Admin” icon and “Account Management.” Then choose either “Multiple Educator Registration” or “Single Educator Registration.” Each process has step-by-step instructions, and a “more info” link next to each step that brings up a comprehensive help file. Please review the help file before using these tools for the first time. A recommendation would be to create a test account for practicing with these resources.
Registering/Rostering Students
The roster tool allows teachers to search for students in their school, select the names, and then add them to the workgroup. The tool will also produce a list of students' usernames and passwords after the rostering is completed by clicking “Finish.”  Please note that students that have a hashed password in the “View members” tool were registered prior to March 2007. 
Students that are promoted to a new school can be rostered by the administrator into the new school or a student batch file can be processed in order to assign them to the correct school.

MassONE uses the Student Information Management System (SIMS) to locate students. If you have students who are new to your school, and they need MassONE accounts, please use the “Student Batch File” for registering them into MassONE. To access the file, log into MassONE, select the district workgroup, click the "Admin" button at the top of the page, and then click "Download Page.” Complete the template columns and submit the completed spreadsheet to MassONE Administrators 2010-11 workgroups’ VHD(Student Registrations dropbox, and notify the Helpdesk (MassONEHelp@doe.mass.edu) that a student registration file is ready to be processed. State and federal regulations protect confidential information and SASID’s are confidential information; please do not send SASID’s via email.
Rostering Users  

Rostering is the ability to add or remove users from workgroups. Please note that accounts cannot be unrostered from their default school workgroup. To roster teachers into another school workgroup, select the school workgroup and click the “Admin” icon. Click “Roster Members into,” which will bring up the "Workgroup Wizard.” The wizard displays two boxes, one with the list of current users for your district or school and the other with a list of potential users (Unsubscribed Pool). In the potential user’s box, you can enter the first initial of the last name or the last name. To add one or more users, select the user(s) from the potential members box and use the arrow button to move them to the current members box. 
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Add or Remove Members  
Workgroup Creation

Each district has one district-wide workgroup, and each school has one school-wide workgroup pre-created for them. MassONE users are configured into their school workgroup when their accounts are created. By default, a workgroup is created for every educator who has a MassONE account. Educators create new workgroups under their default workgroup using the Admin tool.The default workgroup’s name should not be changed, but new “child” workgroups should be named in accordance with a school policy (Ms. Teacher Algebra II 2010).
Teachers can also rename and delete their secondary workgroups. An educator who creates a workgroup is assigned administrative control and is responsible for managing  and monitoring the accounts for those workgroups. Educators cannot create new accounts, but they can roster existing users (students and teachers) into workgroups as long as these accounts are registered in the same school workgroup.
A district may want to create one or more specialized workgroups in addition to the district or school workgroup. For example, a math department might want to create its own workgroup. To create a workgroup, navigate to your district workgroup and click the “Admin” icon. This will bring up the “MassONE Administration” console. Then click “Add Workgroup” which will bring up the "Workgroup Wizard.” Enter the “Workgroup name” in the required field and select the “next” option, then select “Create a content folder in the VHD drive for sharing files and links.” 
Announcements Administration

As a district or school administrator, you can post announcements, either to greet each user or to provide new information. The steps below outline how to configure an announcement.
1. Using the dropdown menu on the MassONE header, choose the workgroup for which you want to post an announcement. 
2. Click “Post Announcement.”
3. On the Announcements Settings page, choose the priority (normal or critical) of your announcement. If you mark an announcement “critical,” it will appear at the beginning of the announcements for your workgroup with an exclamation point next to it.

4. Choose the start date and time for your announcement to appear.

5. Choose the end date and time for your announcement.

6. Type a “Subject” for your announcement.

7. Type the text of your announcement. You can use the text formatting buttons or add a hyperlink. The format options must be highlighted before selecting the formatting option. When you are finished, click “save,” and your announcement will appear at the specified time.
8. To attach a document to this announcement, click "save," and then reopen the announcement and select "attach file.”
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Workgroup Announcement 
Announcements can be updated or deleted by either selecting the “pencil icon” or the delete icon.
VHD Administration

As the administrator, you can upload content to the district or school’s Virtual Hard Drive (VHD). Each district has one district-wide workgroup folder, and each school has one school-wide workgroup folder. As the MassONE administrator for a district or school, you have full management capabilities over the school or district VHD.
The owner of a folder is the only user with the authority to delete, move, restrict access, and edit its title. The owner can also "transfer ownership," making another user the owner of the content.

Within a district or school folder, you can create sub-folders. Each sub-folder can have a different owner from the main district or school folder. For example, the curriculum director may own the "Curriculum" folder, the sports director may own the "Sports Information" folder, and the science department head may administer the "Science" folder. You, as the administrator, have the permission to transfer ownership of folders without surrendering management rights to the folder(s). 
In some cases, it may be useful to have a shared folder to which anyone in the district or school can add content. To do this, create a folder with permissions of “Members of my group can modify and delete this folder.” However, note that it is just as easy to delete content from this folder as it is to add content to it. Note that ALL accounts (students and teachers) in the school or district workgroup can access the VHD contents unless restrictive file permissions are applied.
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VHD Folder Permissions 
TIP: For any content that is a work in progress, a user may want to keep it private by setting the permissions to “the owner can modify and delete this folder.” Once the content is ready to be viewed by other users, the permissions can be reset to “Members of my group can read this folder.” 

Discussion Forums Administration
Each teacher or school can request a forum to be assigned to their workgroup. Forums are aligned to a workgroup and permissions are set to allow the workgroup’s rostered members the ability to read and post messages. For new forums configuration, a request to the Helpdesk must include the name of the workgroup, a name for the forum and the account that will be the forum’s administrator. The administrator can delete posts, edit posts and create new discussion topics (threads). Forum administrators can request to have the additional role of moderator, in which you can approve, edit, or reject pending messages. Another moderation option is to configure the forum for “watches.” Watches allow you to receive email notifications for each posting. These configurations are located in their respective forum and are configured using the “Moderate forum” tool.
By using the icons adjacent to each forum topic or message, you have the ability to:

· Edit the message [image: image5.png]



· Delete the message [image: image6.png]


 
· Lock the topic [image: image7.png]



· Delete the thread [image: image8.png]



· Move the thread to another workgroup [image: image9.png]



TSAT Administration
As a District Administrator, you can view aggregated TSAT results for your district. The TSAT has been designed for:

1. Teachers: to determine their own levels of technology proficiency and to identify personal technology professional development needs. 

2. Schools/Districts: to assess their professional development needs and to plan professional development activities that will help all teachers become proficient in technology. 

3. The State: to gather and report data on technology competencies and technology professional development.

TSAT administration allows reports for district, school or a customized group of educators results to be extracted. Note that the identities of the TSAT takers are never revealed. As a result, you will only be able to view aggregated TSAT results, and for a custom TSAT report at least three educators must have taken the TSAT for the results to be returned. 
Viewing TSAT Results
Log into MassONE and click the “Admin” icon at the top. Click the “TSAT Administration” link. Click the button that says “View District TSAT Results.” From here, you can view the aggregated results of all skill levels for your district. If you want to view the results for a particular school, select the school from the dropdown menu and click “Go.” If you select a school and it returns “no results,” then you have educators that have not taken the TSAT.. 
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TSAT Administration 
Viewing TSAT Results for a Specific Group
MassONE allows you to create a customized, one-time group of educators for which you can view TSAT results. To create a customized group, you must first know the MassONE usernames of the educators you would like to have in the TSAT report. The TSAT group is not a necessary a MassONE workgroup, although a workgroup may be configured with a specialized membership that requires the group’s TSAT report.
To create a customized group, log into MassONE and click the “Admin” icon at the top. Then click the TSAT Administration Link, and click the button that says “Choose Educators.” (If the TSAT Administration Link is not available, contact the Helpdesk.) Create a name for your group and type it in the “Group Name” field. In the “Users list,” type the MassONE usernames of the educators you want to be in this group, separating the names by commas. Please note that you must include at least three educators in this list. If you want to use this same group in the future, you should copy the usernames into a text document and keep it for future reference. MassONE does not keep customized groups on file. When you have entered all the usernames, click “View Group TSAT Results.”
Adding or Deleting TSAT Group and School Administrators

As an administrator, you can delegate TSAT administrative responsibilities to your co-administrator(s). The co-administrator can view TSAT results for a group. A Group Administrator can create a customized list of educators and then view the results for that group. To add or delete a group or school TSAT administrator, enter the person’s MassONE username in the username field and choose “add” or “delete.” 

Note that an educator can be either a group or a school administrator, but cannot have both roles at the same time.
Special Note: The TSAT standards were updated in September 2010 and as a result all previous TSAT records were removed. 
MassONE Maintenance
MassONE requires security updates and application upgrades that entail the service to be taken offline. This is typically scheduled after 3 p.m. on Thursdays. The maintenance schedule is posted in the Announcements page and on the login page.  Please let MassONE know if you have any planned training sessions, professional development events, or other after-school activity involving MassONE. 
Technical Management
Requesting Help 
When contacting the Help Desk for support, please provide the following information:
· Issue, Workgroup and/or Tool 

· User name 
· School and district
Setting Up Discussion Forums
To create a forum for your workgroup, contact the MassONE Helpdesk with the following information:  
1. Your MassONE username 

2. Your district name 
3. The name of the workgroup you want it attached to (The workgroup setup is required before the forum can be assigned.) 

4. The MassONE username who is to act as moderator. 
Moving an existing educator account to the correct school:
1. Log into MassONE.

2. Use the dropdown menu to select the workgroup that you have administrative rights to. 
3. Click the "Admin" icon at the top of the screen.

4. Click "Account Management.”
5. Click "Update or Delete Accounts,” and follow the steps on the web page. 
6. After downloading the Multiple Educator Move File, enter the MassONE username(s) and the school org codes.

7. Be sure that column A has the "move" command in each row that includes an entry.

8. After completing the template, be sure to save the file, and continue following the steps on the “Update or Delete Accounts” web page.
Deleting an existing educator account:
1. Log into MassONE.

2. Use the dropdown menu to select the workgroup that you have administrative rights to
3. Click the "Admin" icon at the top of the screen.

4. Click "Account Management.”
5. Click "Update or Delete Accounts," and follow the steps on the web page. 

6. After downloading the Multiple Educator Delete File Template, enter the MassONE username(s).

7. Be sure that column A has the "delete" command in each row that includes an entry.

8. After completing the template, be sure to save the file, and continue following the steps on the “Update or Delete Accounts” web page.
Tips for Using MassONE Successfully
Clearing the Browser’s Cache and SSL Technology
Users may experience problems due to browser caching and MassONE’s SSL technology and external links that are configured in MassONE. URL’s that are configured in the VHD or My Folder tools using Internet Explorer will prompt a security warning that the website is non-secure. For IE version 6 and 7 the user must select “Yes,” while for IE 8 the user must select “No.” If the user receives a “navigation to the webpage was canceled,” a log out/in will restore the warning and allows the user to make the correct security warning selection.
Internet Explorer:

1. Click "Tools" on the Menu Bar.

2. Click "Internet Options.”
3. Click the "Delete Files" button.

4. Click "OK" to close the Internet Options box.

5. Close Explorer and log back into MassONE.

  Firefox:

1. Click "Tools" on the Menu Bar.

2. Click "Clear Private Data.”
3. Place a check in the "Cookies" checkbox (it may be selected already).

4. Click the "Clear Private Data Now" button.

5. Close Firefox and log back into MassONE.
Safari:

1. Click “Edit” on the Menu Bar
2. Click “Empty Cache.”
3. Click “Empty.”
DNS Configurations

Set the district proxy server NOT to cache traffic from the ESE servers. Use the IP address range of 134.241.180.XXX, or use the .mass.edu" domain. Districts that have caching DNS servers are required to configure the MassONE addresses to be dynamic. Districts with caching DNS servers will experience account issues and must configure their DNS server to “dynamic” for MassONE URL’s.
Add the "doe.mass.edu ,” ‘massone.doemass.org and “moodle.doemass.org,” and “thinkfinity.org/in-the-classroom” domains to the "white list" on the Internet filtering software.
Bugs, Issues and Technical Policies

The following issues are outlined in order to properly understand and implement MassONE in your district. Knowledge of the few technical limitations will enable you to properly manage the portal’s applications. We encourage you to distribute the relevant information to your colleagues 
Admin tool
· A single educator registration (SER) may fail; create the account in a different school and use the move file to place the account in correct school.
· Deleting legacy educator accounts (pre-2008) may not perform as expected.
· Student accounts can not be deleted. Request assistance to the helpdesk.
· All workgroup style edits require that you refresh the browser (F5) or log out /in for the changes to propagate to the local computer.
· Accounts that are created in the district or school workgroup can not be unrostered.

Lesson Plan tool
· Lesson plans that use some “special characters” may convert to a question mark in the PDF file or view mode.
Survey tool

· The survey option "make this question required" does not work.
· Workgroup survey’s navigation may load another of your workgroup surveys. Select the survey icon to load the current workgroup’s surveys.
· Survey start and end dates should be configured one day earlier and one day later for the takers.

Forum tool

· Forum message attachments may not "stay" attached.
· Apostrophes (‘) and quotes (‘) used in postings return a question mark (?).
Browsers (Internet Explorer)*
· Hyperlinks will prompt a “Security warning” regarding MassONE’s SSL network transmission. Select either “No” for IE 8 or “Yes” for IE 6.x and 7.
VHD/My Folder

· VHD files older than two (2) years may return a server error.
· VHD files uploaded by the members retain the owner’s permission and can not be deleted by the workgroup’s owner. Management is accomplished through the folder commands (delete, copy, and archive). 

· Avoid entering non-alphanumeric (:,  #, *, +, ?) characters in folders when possible as they may return an error or prevent an “Archive” command.
General
· MassONE may load multiple frames in the browser after deleting a workgroup or selecting a My Folder “breadcrumb” link.
· MassONE’s web server is configured to log out the user after ninety (90) minutes of inactivity.
*Please note that FireFox is recommended as MassONE’s default browser.
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